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This book is dedicated to the CIA officers
who supported the Agency’s activities in the

Soviet Union during the Cold War. These
men and women served under unusually
harsh conditions and were subjected to

pervasive surveillance techniques for the
duration of their tours in Moscow. They were

heroic in their efforts to obtain the
intelligence that our policy makers needed

in order to make informed foreign policy
decisions. It was the CIA’s Office of

Technical Service who provided close
support to those officers, and this book
endeavors to lift the veil on their efforts,

which were heroic in their own right.
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MOSCOW RULES

• Murphy is right.
• Never go against your gut.
• Always listen to your gut; it is your operational antenna.
• Everyone is potentially under opposition control.
• Don’t look back; you are never completely alone. Use your gut.
• Go with the flow; use the terrain.
• Take the natural break of traffic.
• Maintain a natural pace.
• Establish a distinctive and dynamic profile and pattern.
• Stay consistent over time.
• Vary your pattern, and stay within your profile.
• Be nonthreatening; keep them relaxed. Mesmerize!
• Lull them into a sense of complacency.
• Know the opposition and their terrain intimately.
• Build in opportunity, but use it sparingly.
• Don’t harass the opposition.
• Make sure they can anticipate your destination.
• Pick the time and the place for action.
• Any operation can be aborted; if it feels wrong, then it is wrong.
• Keep your options open.
• If your gut says to act, overwhelm their senses.
• Use misdirection, illusion, and deception.
• Hide small operative motions in larger nonthreatening motions.
• Float like a butterfly; sting like a bee.



• When free, in obscura (IO), immediately change direction and
leave the area.

• Break your trail, and blend into the local scene.
• Execute a surveillance-detection run designed to draw them

out over time.
• Once is an accident, twice is a coincidence, but three times is

an enemy action.
• Avoid static lookouts; stay away from choke points where they

can reacquire you.
• Select an IO or meeting site so you can overlook the scene.
• Keep any asset separated from you by time and distance until

it is time.
• If the asset has surveillance, then the operation has gone bad.
• Only approach the site when you are sure it is clean.
• After the IO meeting or act is done, close the loop at a logical

cover destination.
• Be aware of surveillance’s time tolerance so they aren’t forced

to raise an alert.
• If an alert is issued, they must pay a price, and so must you.
• Let them believe they lost you; act innocent.
• There is no limit to a human being’s ability to rationalize the

truth.
• Technology will always let you down.
• Never fall in love with your agent.
• Betrayal may come from within.



AUTHORS’ NOTE

This book contains stories from two overlapping careers in the CIA
that, combined, spanned fifty-two years. For reasons of clarity, we’ve
chosen to write most of our stories from Tony’s perspective, but we
have also included some narratives that can only be told from
Jonna’s point of view. In those cases, we’ve told those stories, her
stories, in third person. Throughout the book, first-person pronouns
such as “I” and “me” refer to Tony.



INTRODUCTION

“Don’t harass the opposition.”

It was still dark in Moscow on the morning of June 6, 2016. Sunrise
would not come until 3:48 a.m. at this northern latitude. The
temperature was cool, hovering around fifty degrees Fahrenheit. The
YouTube video does not show these parameters, but they set the
scene: early morning, nighttime, and chilly.

The images are grainy but clear enough to make out the incident.
Point of view is a security camera focused on the facade of a
building. A well-lit glass doorway occupies the center of the frame.
Lower right on the screen, a bright-yellow taxi emerges and pulls up
to that doorway. A male figure steps out. In silhouette, we can see
that the passenger is wearing a knit cap, pulled down low, and a light
jacket over street clothes, but his face is obscured. He does not stop
to pay the driver; he must have done so as they approached his
destination. He takes three steps toward the doorway when a
uniformed figure explodes out of a guard booth to the right of the
frame. Moving blindingly fast, like an animated figure out of a
cartoon, the guard attacks him and slams him to the ground.

This is all in the first four seconds of a one-minute video. What’s
happening is that the Federal Security Service (FSB), the successor
to the KGB, is attacking a US citizen who is trying to enter the
American embassy, located in the Presnensky District in Moscow’s
city center.

The American is an officer assigned to the US embassy.



Blindsided, he is thrown to the ground, pinned on his back. The
Russian throws punches at him from above, almost as if the two
were engaged in a World Wrestling Entertainment street brawl.
Amazingly, while the Russian flays away at him, the American
manages to kick and slide his way toward the two glass doors
separating him from the safety of his embassy: US sovereign
territory. After twenty seconds, it’s clear that the American is making
progress, although the Russian is still raining blows on him.

Five seconds later, the officer is close enough to reach back and
just touch the right-hand portion of the glass door.

The door must have an electronic sensor on it, because it opens
almost instantly. The Russian struggles to maintain control, and yet
the American is somehow able to swing one leg up and through the
opening. A second later, the American lifts his other leg through the
door and begins shoving back against the frame, pushing the two of
them deeper into the American embassy foyer. They are clearly on
American soil now. However, the Russian doesn’t let up and
continues to pummel the American with blows. The screen goes
black.

It is not clear at what point in the attack the American’s collarbone
was broken, but he was evacuated out of Moscow the following day
to receive urgent medical treatment.

This unprecedented physical attack on an accredited American
diplomat violated all the protocols governing relations between
Western countries. But the larger context was even more alarming.
In the months leading up to the incident, American diplomats in
Moscow had been aggressively targeted by the Russian security
services on numerous occasions. US officials had their cars
vandalized, their homes broken into, and their children followed
home from school. Russian agents reportedly even broke in and
killed the dog of a US Defense attaché in the city. The US State
Department was so alarmed that it called the Russian ambassador,
Sergey Kislyak, to launch a formal complaint.1

All this paled in comparison to the subsequent hacking and
information war launched by the Russian secret services in an



attempt to manipulate the 2016 US presidential election. A
declassified intelligence assessment published on January 6, 2017,
determined that Russia used a multifaceted approach involving paid
social-media users, or “trolls,” as well as cyberoperations against
targets like the Democratic National Committee in order to influence
the election. In addition, Russia’s state-run media outlets served up
made-up stories designed to misinform and contributed to the
influence campaign by offering a platform for the Kremlin on an
international stage. Even more alarming, though, was the conclusion
by the US intelligence community that this operation was the “new
normal” in a concerted effort on the part of Russia to undermine the
US-led liberal-democratic order.2

In response, President Obama decided to expel thirty-five
Russian diplomats and to close two compounds used by the Russian
government inside the United States. In addition, Obama imposed
sanctions on two of Russia’s intelligence agencies, including the
military intelligence organization known as the Glavnoye
Razedyvatelnoye Upravlenie, or GRU. Both of these moves made
observers wonder if the United States and Russia might be entering
into a new Cold War.

It was thought by some political pundits that the election of
Donald Trump might be able to thaw the growing tension between
Washington and the Kremlin. Throughout his campaign, Trump
seemed to go out of his way to praise Putin at every opportunity, and
even now, he is still reluctant to admit that Russia played any kind of
role in trying to disrupt the 2016 presidential election. However, even
President Trump was forced to act when Russian security agents
were accused of poisoning a former Russian double agent, Sergei
Skripal, in Britain on March 5, 2018. In a similar move to President
Obama’s, the Trump administration expelled nearly sixty Russian
diplomats and ordered the Russian consulate in Seattle to be
closed.3 Russia was quick to hit back, expelling sixty US diplomats
and closing the American consulate in St. Petersburg.

While some call these developments “unprecedented,” as a
former Central Intelligence Agency officer who spent time in Moscow



during the Cold War, I am reminded of the adage that history tends
to repeat itself.

During the summer of 1986, the United States and the Soviet
Union went through a very similar tit-for-tat affair, known as the PNG
War, which was touched off when the Federal Bureau of
Investigation (FBI) arrested Soviet physicist Gennady Zakharov on
charges of espionage. The Soviets responded by arresting US
journalist Nicholas Daniloff, and in retaliation, the US government
expelled twenty-five Soviet diplomats. The Soviets followed in kind,
and then, in a coup de grâce, the Russians removed all 183 Foreign
National employees from Moscow and Leningrad, plus another 77
personal maids, teachers, and private staff. Almost overnight, the
American embassy in Moscow became the only US diplomatic
mission in a foreign country with no Foreign Service National
employees.

There have been other flare-ups over the years. The truth is that
our two countries have always had a tense relationship. However,
after the fall of the Soviet Union, the consensus among experts was
that Russia’s ability to influence world events was finished. Their
infrastructure was crumbling; their economy was in ruins; and their
political leadership was in disarray. Yet somehow Russia has been
able to claw its way back onto the world stage.

It’s anyone’s guess what this might mean for the balance of power
going forward, but America’s clandestine services have never been
more relevant to the security of our nation. For this reason, I think
there are important lessons to be learned from the past. If this really
is going to be the start of a new Cold War, then it seems only logical
to examine the operations that played such a vital role in helping
America to defeat the Soviet Union in the first place.

Throughout the Cold War, roughly from 1955 to 1988, the CIA and
KGB faced off on just about every continent. Nowhere was this battle
more acute than on the streets of Moscow. During the Cold War,
Moscow was categorized as a “denied area.” According to Thomas
Allen and Norman Polmar’s The Encyclopedia of Espionage, a
denied area is “a country with such strict internal security that foreign
intelligence agents dare not contact informants in person.” It is an



apt description. The Soviet capital was teeming with KGB
surveillance.

In the end, the harsh conditions in Moscow as well as the
paranoid nature of the society itself forced the CIA to refine its tactics
and develop a fresh point of view in order to combat the KGB’s
Seventh Directorate, which was responsible for surveillance. This
new approach—including not only a new set of techniques but also a
host of new technologies and disguise methods as well as the
recruitment of a new type of case officer—would come to be known
as the “Moscow Rules,” and it would revolutionize clandestine
operations for years to come.
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